
Marlene Dm1ch, Scerctary
Federal Communications Commission
Office ofthe Secrctary
445 12th Strccr, SW
Washington, DC 20554

AllllUlIl47 C.F,R § 64,2009(e) CPNI Certification
EB Docket 06-36

Annual 64,2009(e) CPNI Certification Cor 200S
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Name pf Company covered by fbis certification: KLM Long Distance Company

Form 499 Filer 1D: 820542

Name of Ofllcer signing: Bruce Copsey

Title of OlTicer signing: General Manager

I, Bruce Copsey, that I am an ol1iccr or the Company named above, and acting as
an agent ofthc Company, rhat I have personal knowledge thar the Company has established
operating procedures thtH are adequate to ensure compliance with the Commission's CPNI rules,
See 47 Cr:,R, § 64,200] el seq,

Atmched to this certiJkation as Exhibit I is an aCGQmpanying statement explaining how
the Company's pmcedmesensure that the CQmpany is in .compliance with the requirements set
j()rth in seetion 64.2001 et seq, oftlte Conlmission 's rules.

The COlnpany has not lilk(~ll allY aCtions (procee\lings instituted or petitions filed by a
company at either state commission, the court system, or at the CQmmission against data
brokers) against data brokers in the past year. Companies fillst report on any information that
they have with respect to tbe processes pretexters are (Ising to attempt to @cess CPNI, and what
steps eompanies arc taking ro protect CPNL

The Company has not received any customer complaints in the past year conceming tbe
unauthorized release ofCPNI (number of customer complaints a company has received related to
unauthorized access to CpNL or lmamhorizcd disclosure of CPNI, broken down by category or
compIa.inl, e,g, instances of improper access by cmployecs, instances or improper disclosure to
individuals 110t authorized to receive the information, or instances of improper access to online
information by individuals not auth?~;zed to/yiew theinforl11alion),

,:'>' II"

Signed?h
c

' (qe=r----------·,·----------
cc: Telecommunications,Consumers Divisiot;)Entorcement Bureall

Best Copy and !'nntmg, Inc,



Exhibit I

KLM Long !)jstanee Company

STATEMENT EXI'LAINING HOW THE COMl'ANY'S OPERATINGPROCEIHJRES
EN$UIU<: COMPLIANCE WITH THE FCC'S CI'NI RULES

L C!lStmner Proprietary Nclwol'k informatioll ("CPNI")

CPNI is dciincd in Section 222(1) of the Comn1\Jllications Act as (A) il)formation that relates
to the quantity. technical conJlguration, type. d¢stination, a11d amount of usc of a
telecommunications service subscribed to by any cnstOmer of a telecommunications carrier,
and that made avaihlblc to the carrier by the cnstomer Bokiy by virtue of the carrier­
ellStonler relationship; and (B) inllJrmation contained in the. bills pertaining to telephone
exchange service or telephone toll service received by a customer of a cartier (except that
CPNI does not include suhseriber Jist inllJrmation).

Generally, CPNI includes personal inl<mnation regarding a COnsumer's use of his or her
telecommunications services. Cl'NI encompasses information such as: (a) the telephone
numbers called by a consumer; (b) the telephone numbers calling a customer; (c) the time,
location and duration of a consumer's outbound and inbound phone calls, and (d) the
tcleeonllmmicaticiJ]s and information services pUl'Chased by a Cl1nsumer.

ClIll detail inl<lnnation (also known. as "call records") is a category of CPNl that is
particularly sensitive from a privacy standpoint and thaI is sought by pretcxters. hackers and
other unauthorized entities for illegitimate purposes. Call detail includes any inlonnation
thalpertaibs to the transmissi@ of a speci fie telephone call, including the numbcr called (for
outbound calls), the number trom which the call was placed (for inbound calls), and the date,
time, location lind/or duration of the call (for all calls).

n. Usc and i)i,c1osUI'e of CI'NI Is Rcstl'icted

The Company recognizes that CPNI includes informalioR that is personal and individmtlly
identifiable, and that privacy cot1cems have led Congr,,-,s and the FCC to impose restrictions
upOn its use hnd disclosure, and upon the provision of access to it by individuals or entities
inside and outside the Company.

The Company has designated a CPNl CClfllplianee OfJlcer who is responsible fbI': (I)
communicating with the Company's attorneys and/or eonsul1ants regarding CPNI
responsibilities, requiremcnts and restrictions; (2) sUI,ervising the training of Company
cmployees' and agents who use or have access to CPNl; (3) supervising the use, disclosure,
distribution or access to the Company's CPNI by independent contractors and joint venture
partners: (4) maintaining records regarding the use of CPNI in marketing campaigns; and (5)
receiving, rcvlc\ving and resolving qUt'stions or issues regarding usc, disclosure, distribution
or provision or acecs" to CPNL



C()jl1pany employees and agents that may deal with CPNl have been inlormed that there are
substantial federal restJictiOllS upon CPNJ use, distribution and access, In order to be
atlthorized to use or aecess the Company's CPNI, employees and agents must receive
training with respect to thc requirements of Section 222 of the Communications Act and the
FCC's CPNi Rules (Subpart U of Part 64 oftl1e FCC Rlt!eS),

Be1<:lrc an ~rgent, independent contractor or joint ventUre partner may receive or be allowed to
access or usc the Comp"ny's CPNI, the agent's, itrdependent eontractor's or joint venture
pattner's agreement with the Company must contain provisions (or the Company and the
agent, independent contractor or joil1t ventttre partner must enter intQ an additional
conJ1dentitllity agreement which provides) that: (a) the agent, independent contractor or joint
venture partner may use the CPNI 0I11y for the purpose for which the C1'Nl bas been
provided: (b) the agent independent contractor or j()int venture partner may not disclose Qr
distribute the C1'NI to, or allow access to the CPNI by, any Qther party (unless the agent,
independent contractor or joint Ve/lture partner is cxpressly and specifically required to do so
by a court order); and (c) the agent, indepcndent contractor or joint venture partner must
implomcnt appropriate and specific sllfcguard, aeceptllble to the Company to ensure the
(;onfidbl1tiality of the Company's CrN!.

Ill, I','otootion <1fCPNI

I, 'rhe Company may, after recelvmg an appropriate written request from a CllStomer,
disclose or provide the customer's CPNI to the cttstomer by setiding it to the customer's
address or record. Any and all sttch customer requests: (1) must lYe made in writing; (2) must
include the cllstomer's correct billing llame Md addre,ss Md telephone number; (3) must
specil)' exactly what type or type.s of CPNI mttst be disclosed or provided; (4) must specify
the Lime period for which the CPNI nmst be discloscd or provided; and (5) must he signed by
the customer. The Company will disclose CrN] upon a£llrtllative written reqttest by the
cust()mer to any person designated lYy the custnmer, but Only after the Compat1Y calls the
customcr's telephone mrmber of record and/or sends a nOtification to the ettstomer's address
of record to verify the accur~cy of this request.

2, The Company will provide a cUS1(}l11er's phone records or other Cl'NI to a law
enf()rcemem agency in accordance witb appJiealYle legal requirements,

3, December 8, 2007, the Ct1111pany retains all customer passwords and "shared
secret" question-answer comhinations in secttre llIes that may be aceessed only by authorized
Company employees wbo need such information in order to authenticate the identity of
customers requesting cali detail information over the telephone,

4, Since December 8, 2007, Company employees authenticate all telephone reqttests for
CPNI in the same manner whetber or not the CPNI consists of call detail information. That
is, Company employees must: (a) be furnished the customer's pre-established password (llr
correct answers to the baek-up "shared secret" combinations); (lY) send the requested
infbrmatio[J to the customer's posterl or electronic "address of record" (see definition ~lYove);"



or (e) call the customer back at the customer's "telephonc number of record" (see definition
above) with the requested infonnation.

5. If a customer subscribes to multiple services offered by the Company and an affiliate, the
COlnpany is permitted to share the custoiner's CrNl regarding such services with its aftlliate.
If a cllstomer does not subscrib(~ to any telecommunications or non-telecommunications
services offered by an affiliate. the Company is not permitted to share tbe customer's CrNI
with the amliate witbout tbe customer's consent pursuant to the appropriate notice and
approval procedures set forth in Sections 64.2007. 64.20()8 and 64.20()9 of the FCC's Rules.

6. When an existing customer calls the Company to inquire about or order new, additional or
n10ditied scrvi~es (in-bound marketing), the Company may use the customer's CPNI othcr
than call detail CPNI to assist the customer for the duration of the customer's call if the
COmpat1Y providt:s the customer with the oral notice reqUired by Sections 64.2008(0) and
64.2008(t) of the FCC's Rules and after the Company authenticates the customt:r.

Since December 8, 2007, the Company discloses or releases cal! detail information to
custon1ers dtlriltg cus\()met-initiated telephone contacts only when the customer provides a
pre-establisht:d password. If the customer does not provide a password, call detail
inlb11l1ation is released only by sending it to the customer's address of record or by the
carrier calling the ctlstomt:r at the telephone number of record. If the customer is able to
provide to the Company during a customer-initiated telephone call, all of the call detail
intllrl1lation necessary to address a customer service issue (i.e., the telephone number called,
when it was called, and, if applicablc, the amount charged t):)r the call) withQut Company
assistance, theo the Company may take r()lJtine eustomer service actions related to such
inl1>l111atioo. (Howcvcr, under this circumstance, the Company may not disclose to the
customer any call detail inf(ll'ma!ion about the customer account other than the eall detail
information that the eustomer provides without the custolncr first l)l'oviding a password.)

7. The Company USes, discloses, and/or permits access to CPNI in connection with
Company-initiated marketing of services to which a customer does not already subscribe
from the Company (out-bound marketing) only pursuant to the notice and approval
procedures set forth in Sections 64.2007_ 64.2008, and 64.2009 of the FCC's Rules. All
proposed out-bOlmd marketing activities are reviewed by the Company's CPNI Compliance
Officer lel!' compliance with the CPNI restrictions and requirements in the Communications
Act and the FCC Rules.

8. The Company maintains appropriate paper and/or electronic records thtlt allow its
employees, independent comractors and joint venture partners to clearly establish the status
of eneh cuswmer's Out-out and/or Opt-In approvals (if any) prior to use of the customer's
CI'NI. These records include: (i) the datc(s) of any and all ofthc customer's deemed Opt-out
approvals and/or Opt-in approvals. together with the dates of any modilications Or
revocations of such approvals; and (ii) the type(S) or CPNI use, access, disclosure and/or
distribution approved by the customer.



9, Before a customer's CPNl can bc used in an out-bo\ll1d marketing activity or campaign,
the Company's records must be checked to determine the status of the customer's CPNl
approval, Company employees, independent contractors and joint venture partners are
required to notify the CPNl Compliance Ofticer of any access, accuracy or security probl.ems
they encounter with respect w these records.

If new, additional or extended approvals arc necessary, the CPNI Compliance Omeer will
determine whether the Company's "Opt-Out CPNl Notice" or "Opt-In CPNT Notice" must he
used with respect to various proposed out-bound marketing activities,

I(J, The CPNI COmpliallce Officer will mailllain a record of caeh out-bound marketing
activity or campaign, indudillg: (i) a description ofthe campaian; (ii) the specHlc CPNI that
was used in the campaign; (iii) thc datcand JRlrpose of the campaign: and (iv) what products
and were ol'l'<)red as part of the cmnpllign. This record Sh,lll be maintained a
m'ininnHll of one year.

I I. The Company's employees and hilling agcnts may usc CPNl to initiate, render, hilI and
collect for telecommunications services. The Company may obtain inIonnation lrom new or
"xisting customers that may constitute CPNI as part of applications or requests 101' new,
additional Or rnoditicd services, and its employees and agents may use such custOmer
information (withont further customer approval) to initiate and provide the serviccs,
Likewise, the Comp,my's employecs and billing agents may use customer service and calling
records (withont customer approval): (a) to bill customers for serVices rendered to them; (h)
to investigate and resolve disputes with customers regarding their bills; and (c) to pursue
kg,tl, arbitration, or other prOCesses to colleenate or tlnpaidbills from customers,

12. The Company's empJ(,yees and agents may use CPNI without customet approval to
protect the C:ompany's rights or property, and to prMect users mid other carriers from
Il'a\ldulent, abusive or illegal use of (or subscription to) the telecommunications scrviee from
which [he CPNl is deri vee!.
Because aJ.J.egations and investigations of fraud, abuse and illegal use constitute very
sensitive matters, any access, usc, disclosure or distribution ofCPNI pursuant to this Section
must be expressly approved in advance and in writing by the Company's Cl'Nl Compliance
OmCeL

13. The Company's cmployees, agents, independent contractors and joint venture, pm1ners
may NOT use CPNI to identify t1r track custOl'ners Who have l11ade c,aUs to, or received calls
tJ'om, competing calTiers. Nor may the Cmnpany's employees, agents, independent
contractors or joint venture partners usc or diselose CrNl for personal reasons or profit.

14. COlllpany pOlicy lltandates tl1at files containing CPNI be maintained in a secure manner
snch that they cannot be used, accessed, diselosed or distributed by unauthorized individuals
or in an unauth()rized manner-

15. Paper tiles containing CPNI arc kept in sccure meas, and may not be used, removed, or
copied in an unauthorized manncr,



16. Company employees, agents. independent contractors and joint venture partners are
required to notifY the CPNI Compliance Omcer of any access or security problems they
encounter with rcspcet to tiles containing CrN!.

17. The Company may permit its customers to establish online accounts, but must reqllire an
appropriate password to be furnished by the eustomer before he or she can access any CPNI
in his OJ' her online account. Since Decembel' 8, 2007, passwords may NOT be based lipan
readily obtainable biographical information (e.g., the customer's name, mother's maiden
name, social security number or date of birth) or account information (e.g., the customer'S
telephone number or address).

t 8. Since December 8, 200?, oustomcrs may obtain an initi(11 or i-eplacemem password: (i) if
they come in person to the Company's business omoe, produce a driver's license, passport or
other government-issued identil1cation verifying their identity, and oorrectly answer certain
questiolls regarding their service and address; or (31) if they call a specified Company
telephone nUlllber thll11 their telephone number of record, and then wait at that number until
a Company representative calls them back and obtains correct answers to certain questions
regardirig their s.erv:ice and address,

19. December 8, 2007, the C0111pai1y wiH notHY customers immediately of certain
changes in their aeeountsthat may affect privacy or security matters.

a. The types of changes that require immediate notification include: (a) change or request
for change of the customer's password; (b) change or request for change of the
customer's address of record; (c) ehange or request for change of any significant element
of the eustomer's online account; and (d) it change or request for change to the
(mstomer's responses with respect to the back-up means of authentication for lost or
forgotten passwords.

b. l10tice may be provided by: (a) a Company call or voiccmail to the eustomer's
telephone number of re,cord; (b) a COmpany text message to the customer's telephone
number of reeord; or (0) a written notice mailed to the Ctlstomer's address of record (to
the customer's prior address of record if the change includes a change in the customer's
address of record).

c. The notice must ideutity only tbe general type of change and must not reveal the
changed infbrnH'Itioll.

d. The Company employee or agent sending the notice must prepare and fhrnish to the
CPNI Complianc(: Omcer a memorandum containing: (a) the name, address of record,
and telephone number of reeord of the custome1' notified; (b) a copy or the exact wording
of the text message, written notice, telej)hone message or voieemail message comprising
the notice; and (c) the date and time that the notice was sent.



20, Si.nce December 8, 2007, the Company must provide an initial notice to law enforcemcnt
and a subsequent notice to the clIstmner if a security breach results in the disclosure of the
customer's CPNI to a third party v,,!thout the customer's authorization,

a, As soon as practicable (and in no evenlmore than SCvel} (7) days) after the Company
discovers that a person (without authol'ization or exeeeding authorization) has
intentionally gained access to, used or disclosed CPNI, the Company must provide
electronic notification of strch breach to the United States Seeret Service and to the
Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FCC at !1H]1:il.\'Yw:\LfccQovieb/epnL

21, Since December 8, 2007, the Company will provide customers with ,\ceess to CPNI at its
rotaillocations if the cusE)]'}']er llresems a valid photo ID and the valid photo lD matches lhe
name on the account.

22, Since De<,ell1ber 8, 2007, the Company takes reasonable measures to discover and protect
"""",,", activity that is indicative of pretexting including requiring Company employees,
agclits, independent contractors and joint venture partners to notify the CPNI Compliance
Ofllccr immediately by voice, voicemail or email of: (,1) any sU:ipieiou:i or unusual call
requesting a custOiner's call detail inforlilation or other CPNI (including a call where the
caller furnishes an incorrect password or inCorrect answer to one or both of the "shared
secret" question·answer COmbinations); (b) any suspicious or unusual allcmpt by an
indi vidual to change a customer's password or account information (including providing
inadequate or inappropriate identifieatiouOf incorrect "address or record," "telephone
number of record" or other significant service infonllEtthm); (e) any Etud all discovered
instances where access to theCon1pany's electronic files or databases containing passwords
or CPNI was denied due to the pmvisiqn of inc,orreet logins and/orpassw()rds; and Cd) any
compltlil1t hy a customer of unauthorized or inappropriate use or discl.os\ire of his or her
CPNL The CPNI Compliance Officer will request 11n;ther information in writing, and
investigate or supervise the investigation any ineidelit or group of incidents that
reasonably appear to entail pretexting,

IV, ('PM Compliance Office.'

In addition to the specific matters required to be reviewed and approved by the Company's
('pHI Compliance Officer, employees and agents, independent contractors and jo.int venture
partners are strongly encouraged to bring any and all other questions, issues or uncertainties
regarding the use, discloslIre, or access to CPNI to thc attention of the Company's CPNI
Complianee OfJicer for appropriate investigation, review and.guidance, The extent to which
a partielliar employee or agent brought a CPNI malter to the attention of the CPNI
Con1j)liance Oflicer and received appropriate guidlll1Ce is a material consideration In any
disciplinary action brought against the cmp!oyeeor agent for impermissible use, disclosure
or aceess 10 CPNL



V. J)jscilliinary Procedures

Company bas informt'd its t'mployet's and agcnts, independent contractors and joint
venture partners that it considers compliance with the Communications Aet and FCC Rules
regardir\g use, disclosure, and access to CPN I to bc vcry important.

Violation by Company employees or agents of such CPNI requirements will lead to
disciplinary action (including remedial training, reprimands, unfavorable performance
reviews, probation, and termination), dcpendingupol1 the circumstances of thc violation
(induding rhe severity of the violation, whether the violation was aflrst time or repeat
violation, whether appropriateguidallce was sought or received from the CrNl Compliance
OHicer, and the extent to which the violation was or was not deliberate or malicious),

ViolatiOll by Compat\y independent contractors or joit1t venture paJtners of such CPNI
reqnirements will lead to prompt disciplinal')' action (up to and inc1L\ding remedial training
and termination of the contract),


